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Abstract

Personal impersonation attacks on social media are an
emerging form of social engineering that exploit trust within
interpersonal relationships to redirect digital payments. Un-
like brand impersonation, these attacks target everyday users,
leveraging real-time public interactions to deceive victims
into transferring funds to attacker-controlled accounts. In
this paper, we present the first in-depth study of PROSPER
(Payment Re-routing on Social media via Personal Imper-
sonation) attacks, focusing on their operational tactics, scale,
and impact. Using a mixed-methods approach, we tracked
181 PROSPER attacks over a 3-month period, uncovering 70
distinct digital payment accounts and revealing human-in-the-
loop scam operations alongside automated bots, as well as
longstanding campaigns involving reused payment accounts.

Our quantitative analysis highlights the scale and persis-
tence of these attacks, while our qualitative analysis provides
deeper insights into attacker evasion strategies, victim target-
ing methods, and how victims are particularly vulnerable to
these schemes. Based on these findings, we propose action-
able recommendations for social media platforms and pay-
ment providers, including UI enhancements, stricter account
handle management policies, and the sharing of blocklist in-
formation to mitigate these attacks and protect users from
financial exploitation.

1 Introduction

Phishing remains one of the most heavily researched topics
in web security, with prior studies predominantly focusing
on attacks targeting websites through the impersonation of
popular brands, such as banks, e-commerce platforms, social
networks, and email services [35,45]. Beyond websites, im-
personation attacks have also been extensively documented
on social media platforms. On platforms like X, attackers
frequently impersonate well-known brands or public figures
to execute scams, ranging from cryptocurrency technical sup-
port fraud [3] to squatting on profiles associated with popular

brands [2], or orchestrating trust-based schemes that exploit a
celebrity’s identity [23,43]. Expanding further, researchers
have investigated more sophisticated impersonation schemes
outside of social media, such as the theft and resale of user
credentials and cookies, which represent a deeper and more
sinister form of exploitation [12, 13]. These studies collec-
tively demonstrate the diversity of impersonation tactics but
largely focus on high-profile entities. However, this focus
implicitly assumes that impersonation attacks are confined
to prominent targets, such as brands or celebrities. This as-
sumption overlooks the potential for attackers to impersonate
ordinary individuals, particularly when there is sufficient fi-
nancial motivation.

While limited research has addressed impersonation attacks
targeting lay individuals, some prior work has explored re-
lated themes. Goga et al. [18] conducted a foundational study
on personal impersonation on social media, analyzing 1.4
million X accounts and identifying 166 victim-impersonator
pairs. Their findings revealed that only a small fraction of
these impersonators (1—26 ~ 1%) attempted to contact individ-
uals in the victim’s network, leading the authors to conclude
that personal impersonation accounts were primarily used
for non-malicious activities, such as creating “real-looking”
accounts to evade spam detection or participate in follower
fraud. Additional studies examined generic impersonation
profiles on social media [20,21], including phenomena like
profile cloning, but found no evidence of monetization or fi-
nancial exploitation. Methods proposed for detecting generic
impersonation accounts [22,44] often relied on computation-
ally expensive pairwise comparisons and faced scalability
challenges along with issues of false positives. Crucially,
the phenomenon of personal impersonation attacks driven
by financial motivation has remained unexplored in existing
research.

In this paper, we address this gap by presenting the first
study of payment re-routing attacks that exploit personal im-
personation on X, which we refer to as PROSPER (Payment
Re-routing on Social media via Personal Impersonation)
attacks. These attacks leverage various social engineering



tactics to intercept social media communications in real-time
and deceive victims into redirecting payments to attacker-
controlled accounts. Unlike brand or celebrity impersonation,
which typically targets high-profile entities, PROSPER at-
tacks rely on mimicking everyday users during real-time inter-
actions. This emerging threat thrives on public social media
exchanges, where attackers strategically identify opportunities
such as two users discussing payment information and mas-
querade as the intended recipient to steal funds. PROSPER
attacks are uniquely lucrative as they provide immediate finan-
cial gains for attackers. This sets them apart from traditional
phishing, where attackers often need to sell stolen credentials
on underground markets or bypass two-factor authentication
mechanisms to monetize their efforts. Our study reveals that
attackers uniquely abuse microblogging platform APIs to
search for random targets and quickly create impersonation
accounts in as little as four minutes. Thus, by exploiting real-
time communication and the context of public interactions,
these attacks turn ordinary exchanges into highly effective
social engineering schemes.

Our study expands the scope of impersonation research by
focusing on the monetization mechanics of personal imper-
sonation attacks, a largely underexplored area. By leveraging
both measurement and qualitative analyses, we uncover the
mechanisms that enable these attacks to succeed and reveal
why victims are particularly vulnerable. The measurement
analysis allows us to examine the scale, persistence, and op-
erational patterns of PROSPER attacks, providing a founda-
tional understanding of their structure. Complementing this,
our qualitative analysis provides deeper insights into attacker
tactics, victim targeting strategies, and the dynamics of pub-
lic, real-time social media interactions that facilitate these
scams. Together, these approaches offer a holistic view of the
problem, bridging numerical trends with contextual under-
standing.

The findings from our mixed-methods analyses yield sev-
eral insights that lead to actionable outcomes for mitigating
social engineering threats in the future. Specifically, for social
media microblogging platforms like X and Bluesky that were
found to be affected by PROSPER attacks, our results (§ 3)
call for (1) improving prominence and preventing visual occlu-
sion of security-critical elements in web and mobile Uls, (2)
restricting arbitrary account ID changes, (3) proactive moni-
toring of API misuse that enables PROSPER-style attacks,
(4) tracking interactions between accounts with lexically sim-
ilar IDs, and (5) developing fraud mitigation mechanisms
grounded in real-world social engineering attack data (e.g.,
impersonation account IDs, real attack content, persistent at-
tacker payment IDs). Our qualitative analysis based on open
coding further characterizes the profiles of victims targeted
by PROSPER attacks, the involvement of bystanders in so-
cial engineering incidents, and the range of impersonation
tactics employed by attackers. Notably, these insights point to
additional mitigatory strategies, such as addressing the mis-

use of payment platform features (e.g., PayPal’s “Friends and
Family” option) and recognizing attacker behaviors involving
typographic errors or confirmatory messages (§ 4).

1. Measurement analysis. We present the first measurement
study of a new type of online social engineering attack named
PROSPER across a period of 12 weeks tracking 181 at-
tacks using 70 attacker-owned digital payment accounts. Ad-
ditionally, we found evidence of social media bots that boot-
strap these human-in-the-loop scam operations, demonstrat-
ing how automation is employed to amplify attack efficiency.
Long-standing campaigns were also observed, with attackers
reusing their payment accounts across multiple short-lived
social media profiles.

2. Qualitative analysis. Unlike prior research, which has pri-
marily focused on quantitative metrics, we complemented
our study with a qualitative analysis using an open coding
approach. This approach revealed novel evasion tactics em-
ployed by attackers, such as subtle typographical changes and
emotional coercion, as well as the types of victims targeted
(e.g., lifestyle influencers, service providers, donation seek-
ers). Furthermore, the public and real-time nature of PROS-
PER attacks provided a unique opportunity to observe how
different stakeholders including victims, bystanders, and at-
tackers react to these scams in real-time. These qualitative
insights go beyond surface-level patterns, offering a deeper
understanding of attacker-victim dynamics that quantitative
methods alone would not capture.

3. Practical recommendations. Based on our findings, we
propose concrete recommendations for mitigating PROS-
PER attacks. These include specific Ul improvements for
social media platforms, such as clearer account identity indi-
cators, restrictions on changing account handles and proactive
detection features like anomaly-based API monitoring. For
payment platforms, we advocate for shared blocklists and
real-time fraud detection mechanisms. These recommenda-
tions aim to protect users from financial exploitation while
providing broader defenses against personal impersonation
attacks in general.

Finally, we also plan to release all code and data in this
research to bring more attention to this issue as well as encour-
age future research in the space of personal impersonation
attacks.

2 Measurement Setup

Example case study. Before describing the setup we devised
for collecting PROSPER attacks, we will first go over a repre-
sentative real-world example shown in Fig. 1. As discussed in
§ 1, PROSPER attacks leverage the fact that two strangers are
transmitting information about a third-party payment account
on a social media network such as X. As shown in Fig.1, this
conversation typically starts with a user, say, Alice, posting a



public message'. This message causes another user, Bob, to
respond with an inquiry seeking Alice’s payment account ID.
This public inquiry from Bob to solicit another user’s payment
account information can trigger the attention of PROSPER
attackers who quickly respond to Bob with a social media
account that impersonates Alice as shown in the figure with
ared outline. It is to be noted how the attacker’s X account
has exactly the same profile picture and name as Alice. The
only difference is in the account handles which start with an
@ and are mandated to be unique (but user-determinable) on
X [40]. In this case, we can see that the attacker ensured that
their handle was lexically very close to that of Alice with
only a single character difference thus making it very hard
for Bob to discern. Understandably, Bob fell for this attack
and transferred the money inviting a lamenting message from
Alice to Bob. The conversation ends with a warning from a
third-party person who witnessed the PROSPER attack.
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Figure 1: Real-world example of a PROSPER attack.

From this, we can notice that Alice and Bob are both vic-
tims of this PROSPER attack. Alice was the impersonation
target (i.e. the entity being impersonated) and the intended
receipient of the financial payment who missed this intendent
payment. At the same time, Bob was ultimately the person
that the attacker had to socially engineer to perform the trans-
action and lose the money. So, we consider both Alice and
Bob to be victims in PROSPER attacks. We refer to them as
Victim-A (V-3) and Victim-B (V-B) respectively in the rest
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I'Throughout the paper, we use the terms: “tweet”, “post” and “message”
interchangeably to refer to public social media messages posted by users.

of the paper. Further, we term Bob’s first post as a ‘Trigger
post’ as it is the main post that triggered the attacker to see
scope for a PROSPER attack and perform it.

2.1 Practical considerations and challenges.

Our goal for this project was to perform longitudinal mea-
surements about the incidence of PROSPER attacks across
a multi-month period and then analyze the collected data.
To do such measurements, we planned to perform real-time
searches for Trigger posts from potential victims (i.e. V-Bs).
Otherwise, it is likely that the attacker might delete their attack
tweets either due to a successful theft or lack of confidence
in eventual success of the attack and we will miss them com-
pletely. This is unlike the only other existing work in studying
personal impersonation attacks [18] which focused exclu-
sively on a large dump of historical social media data. Further,
for similar reasons, we cannot rely on alternative data sources
such as search engine caches, which have been increasingly
adopted by computational social scientists in response to the
discontinuation of free academic APIs by social media com-
panies [32, 37]. This poses a significant challenge for our
study, as these alternative data sources are unsuitable for our
specific requirements.

Tier Price Tweets Search Streaming
/ Month / Month APIs
“Free” 0 1,000 X X
“Basic” | US$100 10,000 v X
“Pro” US$5,000 | 1,000,000 v v

Table 1: Status of X APIs (as of October 1, 2024) [39].

Following prior work on personal impersonation [18], we
conducted our study on X. The details of X’s currently avail-
able APIs for the general public are summarized in Table 1.
Given our objective of performing real-time searches to cap-
ture trigger tweets, the “Free” tier was excluded as it does
not support tweet search functionality. While real-time social
media data is typically accessible via “Streaming APIs,” these
are only included in the “Pro” tier, which has been priced at
US $5,000 per month since 2023. Unfortunately, the “Pro”
tier’s cost far exceeds our project’s total budget of US $600.
As a result, we were constrained to utilize the “Basic” tier
API, priced at US $100 per month. This presented a signif-
icant challenge in achieving our research goals, as we had
to work around the limitations imposed by the “Basic” tier,
which restricts the total monthly tweet read limit to 10,000
and lacks access to streaming APIs.

Given the constraints of our API plan, employing a broad
sampling approach starting with a random selection of social
media accounts on X, as done in prior work, is practically
infeasible in the current “post-API era” of the internet [32].
Instead, we must optimize and maximize the utility of the



“Basic” API plan to effectively measure PROSPER attacks,
simulating capabilities akin to the “Pro” tier. Consequently,
designing an optimized and efficient system became a neces-
sary prerequisite to enable this study and ensure comprehen-
sive data collection within the given limitations.

2.2 X-AM: Optimized attack data collection

We now discuss X-AM (X-API Maximizer; pronounced
exam), an automated data collection pipeline to optimize so-
cial media API usage for collecting PROSPER attacks. While
this pipeline is tailored for our usecase, we believe that some
of the techniques we propose here might also be pertinent to
other researchers working with social media data in measure-
ment and social computing domains [32]. This is especially
useful given the recent API changes brought forth by social
media companies [37]. The X-AM pipeline is depicted in
Fig. 2. Before discussing the core pipeline, we first provide
details about how we generated input search query data for it.
We then discuss the two components that make up our tailored
PROSPER data collection pipeline followed by discussion
of a semi-manual approach we utilized to validate the ground
truth of our collected attack data.

2.2.1 User-driven tailored search queries

To collect and track PROSPER attacks, we first need to search
for candidate trigger tweets (see Fig. 1) in real-time. In ab-
sence of streaming APIs to accomplish this, we are forced
to make periodic search queries at regular intervals for trig-
ger tweets. The most straightforward way of doing this is to
search only for payment platforms (e.g. “Paypal”, “Venmo’
etc.). However, our preliminary manual testing showed us that
this is not a viable option. As these platforms are very popular,
we were receiving many messages that are not relevant to our
main goal of seeking trigger posts where one user (V-B) is
seeking the payment account information of another (V-3).
This is particularly problematic given that the total number of
tweets that can be downloaded is very small for the Basic tier
(Table 1).

»

Realizing the impracticality of general searches, our sim-
ple idea was to craft tailored search queries by asking social
media users how they solicit payment information from oth-
ers. For this, we performed a user study in our university
(n=50) where we created a hypothetical scenario in which
the participant will need to solicit the payment account ID of
another user. Fig. 10 in Appendix shows the survey prompt
we used. The user responses showed several different ways
that trigger posts can be crafted to ultimately attract PROS-
PER attackers. We manually disassembled these responses
and identified common phrasal patterns in them (e.g. “do you
have”, “can I pay via” etc.). We then used these patterns
to construct a single long-tailored search query by leverag-
ing the search query operators supported by X. Further, we
also parameterized our query to ensure support for all the top
payment providers. Analysis of post-survey data in temporal
order of responses shows that the search query pattern that
we can derive reaches a state of “stabilization” after 34 out
of 50 responses (68%). This suggests that our user survey
achieved a reasonable degree of generalizability. However,
we acknowledge its limitations, specifically, the fact that all
participants were students from a single university, which
limits a complete recall of PROSPER attack data globally.
Our final search query that ultimately matches all 50 user
responses is shown in Appendix A.

2.2.2 Trigger Tweet Hunter @

The first of the two modules in our automated real-time
PROSPER attack data collection pipeline is the “Trigger
Tweet Hunter” module which is bootstrapped by the tailored
search queries from to periodically find candidate trigger
tweets. For this, we diversified the API end points that we
used in order to optimize our API quota usage given that each
end point has specific rate limit and other restrictions. Specif-
ically, we periodically used the tweets_counts_recent ()
API endpoint, to retrieve a count of tweets that match our
search query patterns within the current period. As this is
only a count, this API does not add to our monthly tweet read
limit. We only call the tweets_search_recent () endpoint
to retrieve the actual tweets when the above periodic count

Automated PROSPER attack data collection pipeline

0 &

User Survey Tl‘lgl_%er;Tweet
: unter
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Figure 2: X-AM: Optimized real-time data collection and validation pipeline for PROSPER attacks



query yields a positive result. We also use the expansions
feature in the X API to retrieve as much user-related infor-
mation (i.e. V-B’s) as possible directly with the trigger tweets
themselves. We were able to accommodate a time-period of
20 minutes for this module.

2.2.3 PROSPER Attack Tracker &

The second module in our pipeline continuously monitors
trigger tweets globally for attack activity. As it is possible that
PROSPER attackers might delete their tweets and accounts to
prevent post-mortem analyses, we sought to run this module
as frequently as possible. With the help of the optimizations
we have discussed so far, we were able to accommodate a
time-period of 5 minutes for this. Every 5 minutes, this mod-
ule keeps monitoring each trigger tweet upto a maximum
period of 12 hours to see if it attracts any conversational
activity from attackers. The first time a given trigger tweet
generates new conversational activity, the module collects the
parent of the trigger tweet (i.e. V-A’s) and the associated user
profile information. Any new replies to the trigger tweet are
also collected along with the poster’s profile information.

For each new reply to the trigger tweet, pairwise distances
are computed between the account handles (i.e., globally
unique “usernames’ [40]) of all parties involved in the conver-
sation thus far. To measure these distances, we use the Leven-
shtein edit distance metric [24], which is well-suited for de-
tecting character-level modifications such as insertions, dele-
tions, and substitutions. Among alternative metrics we con-
sidered, including the Damerau-Levenshtein distance [15],
we observed on a small validation dataset that attackers rarely
employed transpositions of adjacent characters, an additional
edit operation unique to Damerau—Levenshtein distance. As
such, Levenshtein edit distance offered a simpler and equally
effective metric for capturing the kinds of modifications at-
tackers use to confuse users. We then mark any conversation
that has at least one pair of accounts with an edit distance <=
3 as a candidate to likely contain a PROSPER attack. Our
intuition is straightforward in that to conduct a PROSPER
attack convincingly, the attacker will have to post a message
with an account handle that is lexically very close to V-2. For
example, the case study we presented earlier in Fig. | only
had an edit distance of 1 between the attacker’s and V-2A’s
accounts. Given that PROSPER attacks involve imperson-
ation of common people, we expect most attackers to not
have issues finding an available handle that closely resembles
V-A. Note that this is in sharp contrast to brand impersonation
attacks such as phishing which need to contend with either
defensive domain registration practices [8] or the likely high
price of domains that are lexically close to target domains
(such as miicrosoft.com). Our quantitative analysis later
confirms this as it shows that most attackers are much closer
in distance from V-A than our conservatively chosen threshold
of 3.

Any conversation thus marked as likely containing a PROS-
PER attack will then be continued to be monitored until two
hours of dormancy in order to capture all interesting after-the-
attack interactions.

2.2.4 Semi-Manual Validation

After collecting PROSPER attack data via our above de-
scribed pipeline, we then subject each of the conversations
that were marked as suspicious to a semi-manual validation
process to verify the ground truth. For this, we stipulate that
a given suspicious conversation has to meet the below three
necessary and sufficient criteria for it to be confirmed as an
incidence of PROSPER attack:

1. Automated. The suspicious tweet poster whose account
handle was lexically close to V-2’s has exactly the same
profile name (which is freely configurable) as well as
profile picture (when available) as V-A.

2. Manual. The semantics of the trigger tweet indicate that
its poster (i.e. V-B) is indeed seeking information about
V-A’s payment account ID to which V-B wants to make
a payment.

3. Manual. The suspicious tweet’s semantics indicate dis-
closure of payment platform account ID that V-B was
seeking in the trigger tweet.

In other words, if we see an imitator who has the same
profile name as V-A divulged their own payment account
information after interjecting a conversation in which V-B has
asked for V-A’s payment information, we confirm it as a case
of a PROSPER attack.

It is to be noted that our act of checking for profile name
and profile picture matches (between imitator and imitatee)
is solely for the purpose of data validation as opposed to
using it as a core data collection feature in contrast to prior
work [18]. As we will see during the discussion of results, the
high-quality of attack results from our data collection module
(®) made this possible. We believe this is due to the tailored
design of our data collection components made specific to
PROSPER attacks.

2.3 X-AM: Deployment

We deployed X-AM for a 12-week period from June 17 to
September 9, 2024. We utilized two “Basic” tier X API ac-
counts for this deployment resulting in a total cost of US $600.
The pipeline was implemented in Python with MongoDB be-
ing used as a database server.



3 Measurement Analysis of PROSPER at-
tacks

Having discussed the design of our attack data collection
pipeline, we now present measurement analysis of PROSPER
attack data we collected. This analysis yields multiple new
insights into the operational tactics of impersonation attackers
and how they can be countered.

# Trigger tweets matching search queries (§ 2.2.2 1066

# Trigger tweets suspected to be attacked (§ 2.2.3) 115

# Suspected impersonator accounts (§ 2.2.3) 127

# Confirmed impersonator accounts (§ 2.2.4) 127

# Distinct impersonation target accounts / V-As 115

# Targeted payment platforms 1 (PayPal)
# Distinct impersonator payment accounts 70

Table 2: Real-time PROSPER attack data summary

Table 2 presents summary statistics of our collected attack
data. Out of 1066 trigger tweets that our X-AM pipeline has
seen, it marked 115 tweets (10.8%) as being affected by a
PROSPER attack due to lexical similarity in account handles
as discussed previously. It is to be noted that our pipeline
actually implicated 127 attacker accounts thus showing that
sometimes, multiple impersonation attackers target the same
conversation between a pair of V-A and V-B.

Our validation procedure unequivocally confirmed our sus-
picions. The two labelers were able to independently attribute
all 127 suspected attackers’ replies to PROSPER attacks,
with each of them matching all the three criteria we laid out
in § 2.2.4. Thus, all 127 attackers were using the same pro-
file names as their V-As. Further, in all cases where we had
access to real-time images of the attacker accounts (for 108
trigger tweets), the profile image matched that of the V-2s, as
exemplified in Fig. 1. This validates the utility of the heuristic
approaches we devised (Fig. 2). We thus strongly recommend
social media companies such as X to utilize approaches simi-
lar to ours to identify and mitigate PROSPER attacks.

We also noticed that PayPal was the only payment platform
that was targeted by PROSPER attacks. But, this was not too
surprising. Although there exist multiple other peer-to-peer
payment platforms, they do not support cross-border pay-
ments. For example, Zelle (120M users), Venmo (80M users)
and CashApp (50M users), only support US customers. Simi-
larly, Google Pay can only be used for peer-to-peer payments
in two countries [19]. On the other hand, PayPal is the only
platform we are aware of that supports global-level peer-to-
peer digital payments (200+ countries [29]). This cross-border
support is important for attacker operations as prior research
has shown that SE attackers tend to target victims outside
their own countries to thwart takedown operations [25,27].
This makes PayPal with its 400M global users [36], a unique
target for cybercriminals perpetrating SE attacks as evidenced
in prior work [2,3].

We can also note from Table 2 that the number of attacker
payment account IDs we obtained (70) is smaller than the
number of impersonating social media accounts we came
across (127). This shows a campaign-like orchestration of
PROSPER attacks which we discuss more in depth later.

3.1 Temporal analysis

Fig. 3 is a cumulative line graph that charts the growth in
number of trigger tweets and PROSPER attacks collected
over our 12-week deployment period. The graph’s blue line
shows that about 73% (288/1066) of the candidate trigger
tweets have been posted in the latter half of our deployment
period (i.e. on or after July 30) indicating a noticeable surge
in “attackable” tweets made by potential victims. Yet, the
red line indicating the distribution of PROSPER attacks that
have taken place shows that attacker activity has largely been
uniform with about 52% (66/127) attacks taking place in the
second half of our data collection period. We surmise that
this is a sign of the human-in-the-loop nature of PROSPER
attacks which as we discuss later limits their scalability.
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We also analyzed the time it takes for a PROSPER attacker
to respond to a trigger tweet as shown in Fig. 4. Surprisingly,
almost 80% of the attacks arrive in less than 10 minutes of
time and 50% of attacks arrive in just 4 minutes. We believe
this is a strong sign that PROSPER attacks are likely being
bootstrapped with real-time search tools similar to the one
we have devised for automatically hunting potential victims.
From an attacker’s point of view, this makes sense as conversa-
tions on social media networks such as X are very “real-time”
in nature and the attackers would thus want to target their
victims as quickly as possible.

These short times are particularly interesting considering
all the activities that a PROSPER attacker has to do before
posting their first attack tweet. First, the attackers will have to
either create a new account or repurpose an existing one by
changing its unique handle to one that lexically resembles that
of V-A as discussed earlier. Next, they have to perform other
impersonation changes (such as profile name and picture).
Here, we note that unlike other platforms such as Reddit
which completely disable account username changes [33], X
allows for account handles to be changed at any time [41].
This X policy unfortunately appears to make it even more
easy for attackers to launch PROSPER attacks as attackers
can save time by repurposing pre-created accounts as soon
as a trigger tweet is seen by their API-based search tools. We
thus strongly recommend X to consider restricting account
handle changes to help mitigate these impersonation attacks

At the same time, we also state that it might be possible
for the attackers to create these accounts anew in real-time as
opposed to repurposing them. A recent work that investigated
in-the-wild CAPTCHA attacks has already shown large-scale
existence of bot account activities on X [28]. Thus, as a com-
plement to the strategy of restricting the handle changes, so-
cial media networks can consider devising a detection system
that flags any account that performs all activities of a PROS-
PER attacker (§ 2.2.4) in a small time interval. And, finally,
as real-time trigger tweet searches are indispensable to this
attack, monitoring API usage for anomalous trends will also
be very helpful for X in mitigating these attacks.

3.2 Impersonation tactics

Next, we computed the distribution of the Levenshtein edit
distance [24] between the 127 attacker account handles and
their impersonation targets. Our results showed that 116 pairs
(91%) had an edit distance of one, 7% had a distance of two,
and only 2% had a distance of three, indicating that attacks
are overwhelmingly characterized by minimal variations in
usernames and are less likely to involve an edit distance > 3.
This confirms our expectations in § 2.2.3 about how PROS-
PER attackers can easily obtain handles at a very close lexical
distance to their targets due to the “less crowded nature” of
personal impersonation target spaces as opposed to brand
target spaces. Among the 116 attack handles that are 1 edit

away, 72 had a character insertion operation, while 26 and
18 handles had a single substitution and deletion operation
respectively to stay very close to the target. These close edit
distances (coupled with matching profile name and pictures)
make it extremely difficult for a victim to discern the attack
as already exemplified in the earlier case study (Fig. 1). We
thus call upon social media networks to pay close attention
to any conversations that include parties at close lexical dis-
tances as these are strong indicators of active impersonation
attacks. For example, if an API monitor as discussed above
is devised to detect the fact that a trigger tweet like search is
being followed up by a sock-puppet account’s profile renam-
ing and then posting an interjecting tweet (such as in Fig. 1)
in to an existing conversation where there is already another
account holder with a lexically close unique account handle,
then it would be providing ample evidence to the social me-
dia platform operators to consider this as a case of a social
engineering attack.

We next analyzed the attackers’ methodology for creating
impersonating account handles. For this, we first measured
the relative position at which each edit operation took place
within a given attacker handle. Fig. 5 shows the distribution
of attacker account handles as per the relative position of their
edit distance operations (w.r.t. V-2). The graph shows that
more than 50% of the edit operations occur at the last 80%
part of the handle with this trend being particularly dominant
in the popular insertion operations. Fig. 1 serves as an ex-
ample for this with the attackers choosing @barrcudaa_ as a
handle while targeting a V-A with handle @barrcuda_. This
pattern aligns with intuitive expectations: since readers typi-
cally process text from left to right, they are more attentive
to the beginning of a string and less likely to notice subtle
changes toward the end. We believe that our dataset, compris-
ing real-world impersonation handles and their corresponding
target victim handles, is valuable in modeling in-the-wild at-
tackers’ strategies for conducting impersonation attacks on
social media platforms.
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Figure 5: CDF of PROSPER attackers’ handles as per the
relative position of their edit distance operations.



Mobile UI deficiencies in X. We now discuss the above find-
ing in the context of mobile devices. In X app conversations,
both the profile name and the unique account handle are dis-
played on the same line. While profile name is displayed first
prominently in black’, the unique handle is displayed after
in gray. Unfortunately, on mobile devices, often the user’s
profile (which is not mandated to be unique) itself consumes
a lot of screen width. Given that attackers have a penchant for
hosting their discernible edits in the tail-end of their account
handles, the attackers’ information can virtually become in-
distinguishable from that of the target (V-2). An example of
this is shown in Fig. 11 in Appendix. To quantify this issue,
we found out that on an iPhone 11 device (with a device size
of 6.1 inch), only about 30 characters of profile name and
handle combined can fit into the screen. We found that about
18% of PROSPER attacks are cases where the profile name
+ handle string is longer than this length, thus making it vir-
tually indistinguishable to users of such a device. We also
repeated this experiment with the wider iPhone 12 Pro Max
device (6.7 inch size) that we found can accommodate 33
characters of the profile name + handle string. This implied
that 13% of PROSPER attacks would still be completely im-
perceptible even when the victim is using such a large device.
Hence, we strongly recommend X to consider displaying the
security-sensitive account handle prominently in a separate
line as an impersonation attack mitigation measure. We here
by highlight that, Threads, a similar microblogging platform
has chosen to only include the security sensitive account han-
dle in their social feed UI and recommend other platforms to
follow similar approaches (Fig. 12 in Appendix).

Next, we measured what characters are frequently used by
PROSPER attackers for their edit operations to create an
account handle. We show the results in Fig. 6 which charts
the frequencies of all allowable characters in X’s account han-
dles. The histogram shows the frequencies of edit operation
characters as well as the characters in impersonation targets
as a baseline. From the figure, it is clear that attackers have a
a preference for leveraging specific characters for their edit
operations instead of selecting a character randomly from the
baseline distribution. In particular, among the alphabet, “1”
appears to be unequivocally favored likely due to its small
width which helps make the difference in handles impercepti-
ble. . It is worth noting that X’s UI team chose not to use a
fixed-width font for displaying account handles (see Fig. 1),
which enables this issue. However, this design choice also
offers a benefit as variable-width fonts can fit more characters
within limited screen space—an important consideration for
devices with smaller displays, such as smartphones, as previ-
ously discussed. Overall, the insertion of a “_" character is the
most highly favored operation by PROSPER attackers. This,
too, is understandable given the low visual “footprint” of the
underscore character, which helps keep alterations impercep-

2This is for X App with a white background

tible to victims. Our dataset which highlights such real-world
modification strategies employed by attackers, will thus be
helpful to researchers developing future defenses.

-
=
S

I Victim-A handles Insertions 35
Emm Deletions
N Substitutions

= N
@ o o
S S 5
——
——

N w

a S

Y
=)
=
&

IS
S
Py
o

Character frequency in Victim-A handles
Frequency of characters involved in edits

N
15

0l

abcdefghijkImnopgrstuvwxyzD

Figure 6: Character frequency in edit operations of attackers
(right axis) vs. baseline character frequency from V-A account
handles (left axis). D represents all digits.

3.3 PROSPER attack campaigns

As can be noted from Table 2 only 70 distinct payment ac-
counts of attackers were seen among the 127 PROSPER
attacks we collected. This clearly shows that attackers are
reusing their PayPal accounts across attacks. This is under-
standable as payment accounts are typically linked to their
bank accounts and are hence harder to re-create than social
media accounts. Thus, we refer to them as “campaigns’, where
each campaign refers to a single payment account belonging
to the attacker being used across multiple social media ac-
counts that they own for larger-scale orchestration of these
attacks. For clarity, if we do not evidence for a particular
payment account being used as a PROSPER attack vector
by more than one social media account, we do not consider
this as a campaign. As our visibility was limited to only a 3-
month period, we attempted to leverage a search engine cache
(Google) to expand on our dataset following an idea explored
in prior work for obtaining social media data [32]. The key
idea here was to utilize the less agile payment accounts as a
search dorking method to find more instances of PROSPER
attacks. We manually performed these searches, collected the
tweets and their timestamps, and de-duplicated the data.
With the above process, we collected an additional 54 at-
tack tweets bringing the total number of PROSPER attacks
we collected to 181. Our analysis also showed the presence of
41 different campaigns indicating 41 payment accounts being
used with more than 1 X account for launching PROSPER
attacks. One particular payment account was used to launch
PROSPER attaacks from as many as 8 different X accounts.
Further, we noticed that these 54 additional attacks tweets
comprised of 3 languages other than English (French, Ger-
man, Spanish) thus showing the potenially global nature of
these attacks. We also measured the lifetime of each of these



campaigns as can be judged by the first-seen and last-seen
timestamps and found that 30 campaigns had a lifetime of
more than 3 days. The longest campaign had a lifetime of
53 days. Fig. 7 shows this distribution. We thus strongly rec-
ommend social media companies to utilize payment account
IDs (e.g., Paypal account IDs) in PROSPER attacks as an
early identifier. This approach aligns with a recent paper that
proposed adoption of “merchant IDs” during payments for
early detection of fraudulent e-commerce websites [9]. Fur-
ther, working collaboratively with payment platforms such as
PayPal can help in more long-term mitigation as opposed to
suspending social media accounts.
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Figure 7: CDF for Lifetime (days) of PROSPER campaigns

Other measurements. Finally, we also measured the fol-
lower counts, followee counts, tweet counts, and like counts
of both attackers and victims to better understand their ac-
tivity levels and strategies. There was a significant disparity
in follower counts, with victims having a median of 7,633
followers compared to a median of just 7 for attackers. Victim
accounts were generally well-established, with high activity
levels as evidenced by their median tweet count of 9,249 and
median like count of 19,406 (Table 4). In contrast, attacker
accounts displayed minimal activity, with a median of just 5
tweets, 2 likes, and 7 followees (Table 3).

Interestingly, despite their minimal activity, attackers ap-
pear to deliberately engage in a few interactions such as fol-
lowing other accounts, liking posts, or tweeting, before ini-
tiating impersonation. This behavior likely serves to make
their accounts appear more realistic and less suspicious when
viewed by victims or bystanders. Further, our recheck of the
127 attacker accounts after more than a month’s time revealed
that while 72 had been voluntarily deleted or suspended, 54
remained undetected, highlighting the need for improved de-
tection mechanisms for such accounts. We present a CDF of
follower counts for victim accounts in Fig. 8, which illustrates
the wide variation in their social presence.
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Figure 8: CDF for follower counts of impersonation targets
(V-As)

Metric Mean | Min | Max | Median
Followers Count 4 0 61 1
Followings Count 13 0 186 7
Tweet Count 6 1 85 5
Like Count 7 0 121 2

Table 3: Statistics of Scammer Accounts and Their Lifespan

Metric Mean | Min Max Median
Followers Count | 26249 | 63 469937 7633
Followings Count | 1773 0 20323 566
Tweet Count 37471 | 46 | 1263271 9249
Like Count 53048 | 27 427813 19406

Table 4: Statistics of Victim A’ Accounts and Their Lifespan

4 Qualitative Analysis of PROSPER attacks

Having performed measurement analysis of the attack data
we collected, we next wanted to pursue qualitative analysis
to gain more understanding of the collected conversational
data. In particular, given that ours is the first study to focus on
in-the-wild SE attacks in the personal impersonation space,
we hoped that this analysis will yield new insights useful for
scam mitigation on social media in general. To do this, two au-
thors acted as coders and used a qualitative analysis approach
based on open coding [14]. In particular, two coders used
open-coding to devise codes that characterize various aspects
of PROSPER attack conversational data we collected. Inter-
mittently, the coders met to discuss their codes and performed
axial coding. After the code book has been finalized, 10%
of untouched conversational data was used to estimate inter-
rater reliability using Cohen’s kappa. This yielded a value of
0.9 indicating very high agreement and stability of the code
book [26]. The full code book is presented in Appendix B.
We now discuss some salient findings from this analysis. Un-
like the previous section, all results discussed here are based



on the data resulting from the qualitative analysis described
above.

V-A category. One of the goals of our analysis was to un-
derstand what types of victims fall prey to PROSPER at-
tacks. Our findings revealed multiple categories, with the
most common group of targeted user accounts (30 out of 115)
consisting of lifestyle influencers and models who post their
photos to attract followers and receive donations. Another
significant group of V-A accounts (28 out of 115) featured
more explicit image content, including pornographic material.
Many of these accounts referenced or alluded to “Findom”
an internet-based sexual fetish in which one person (V-B)
willingly submits to financial domination by another (V-3) in
exchange for attention [38]. This dynamic often involves the
submissive participant (V-B) paying regular tributes, which
in turn can lead to trigger tweets and PROSPER attacks on
them as we discovered in this study.

Beyond this, there were also accounts seeking funds for pro-
viding services in creative fields such as art or music (14/115).
In these cases, the users create art (e.g., a doodle sketch)
on demand for a small sum of money. Other categories that
emerged in our coding process comprised: politically ori-
ented accounts that were seeking donations for organizing
activities such as rallies (11/115); fan accounts for celebrities
(8/115); spiritually oriented accounts offering paid services
(e.g., fortune-telling - 5/115); video-gaming content accounts
(4/115); and pet animal accounts (2/115). We were able to
categorize the remaining accounts (13/115) as these accounts
were unavailable by the time at which we conducted our anal-
ysis thus preventing us from understanding their nature by
analyzing their posting trends.

When doing the above, our analysis also yielded a finding
that 45 of the 115 accounts seemed to regularly seek donations
from their follower as opposed to one-off unsolicited dona-
tions made by their followers. On the other hand, 38 accounts
regularly advertised paid services on social media to their
followers (i.e. funds in exchange for a service as exemplified
above). Further, in terms of the funds exchange process dur-
ing each captured attack (127 attacks), we noticed that in 51
out of 127 cases, V-A was seeking a donation and in 24 cases
V-A was offering a service prior to the trigger tweet from
V-B. On the other hand, in 26 cases, V-B was making an unso-
licited donation. A representative example of V-B making an
unsolicited donation is that of a lifestyle influencer’s follower
who presumably donates to strengthen a connection with the
influencer whose posted image they appear to appreciate.

Adaptive Impersonation Tactics. This analysis also al-
lowed us to understand the impersonation tactics employed
by attackers from a qualitative angle and observe any new
themes emerging from it. Notably, we saw that in most cases
(117/127), the attacker has responded to the trigger tweet even
before V-A has had a chance to reply. This is understandable
given the high speed of attacks we have noted in the previ-
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Figure 9: An example illustrating a PROSPER attacker’s
clever social engineering technique when responding even
after V-A’s response. Here, they claim that the payment link
sent by V-2 has limited functionality, and share with V-B their
own PayPal account information as the legitimate one.

ous section driven by the abusive use of APIs. Interestingly,
however, we noticed 10 cases where the attacker responded
even after V-A’s response. Fig. 9 illustrates an interesting so-
cial engineering tactic that attacker employs where they reply
with a message of this format: “Wait sorry correct one is
[ATTACKER ACCOUNT ID]” and “...ignore the above [V-A
ACCOUNT ID]”. The attacker’s goal here is to claim some
functional issue with the content of the legitimate message
sent by V-A and then convince the victim V-B to instead pay
to the attacker’s account.

PayPal’s “Friend and Family Option”. Further, we no-
ticed that most attackers tend to recommend V-Bs to use Pay-
Pal’s “Friends and Family” option to make their payments
(89/127). PayPal states that this feature is only intended for
sending money to close contacts, such as splitting bills or
giving gifts as it is not covered by their “Purchase Protection”
program [30]. However, our findings here show that PROS-
PER attackers abuse this mechanism to likely ensure that the
victim cannot take any action to reverse the transaction. When



attempting to make a test transaction to one of the scammers’
accounts via this option, we noticed that there is no warn-
ing from PayPal about this ongoing social engineering attack
tactic. Given the large prevalence of this tactic, we thus recom-
mend PayPal to consider warning their customers whenever
they appear to be using this option for making payments. This
is also in the best interest of the payment companies as there
is a possiblity that they might be held legally responsible for
being an unwitting partner in the scams by agencies such as
the Federal Trade Comission (FTC) in the U.S. This is similar
to a lawsuit filed by the FTC against brick and mortar grocery
stores for facilitating scam transactions [1].

Other impersonation tactics. Some other tactics we ob-
served was the attackers’ preference for wanting victims
(V-Bs) to confirm when the transfer has been made (20/127).
We presume they do this as this allows them to delete their
attack tweets immediately and increase the longevity of their
accounts by preventing post-mortem reporting. We have also
observed another evasion tactic, where the scammers intro-
duce deliberate misspellings such as “PyP1” likely as a mech-
anism to hide their messages (5/127). Finally, we also noted
follow-up messages from the attackers to V-Bs using emo-
tional coercion tactics (such as feigning hunger) to persuade
them to make the money transfer.

Post-attack events. We also analyzed the post-attack events.
Since this is a publicly performed social engineering attack
which potentially takes place in the presence of onlookers, we
wanted to know if any of them intervene. Our analysis shows
that this is indeed the case with at least 12/127 cases where a
“Good Samaritan” account—that has not been previously part of
the conversation—tries to warn V-B about this ongoing attack.
The final tweet in Fig. 1 is an example of such a user. Unlike
one-on-one social engineering attacks, such as web-based
credential phishing via emails, this active case of onlooker
intervention during a public social media attack, presents an
interesting new angle for security researchers. Future research
can focus on both enhancing such societal intervention and
recognizing interventional message patterns (i.e., a fourth-
party individual responding to an attacker’s message in V-A’s
thread) to help combat similar attacks.

We also wanted to use these post-attack messages to infer
whether the attacker had successfully stolen the payment or
not. Unfortunately, in most social engineering attacks, the
victim themselves does not know that they fell for the attack.
Thus, only in a handful of cases in our dataset, we can attempt
to four cases V-B has themselves commented about the attack
without indicating any transfer of funds taken place thus likely
indicating failure of the attack (e.g., Fig. 9). Yet, on the other
hand, in four other cases, V-B has commented about having
completed the money transfer (e.g., Fig. 1), thus confirming
the success of the attack.

5 Generalizing beyond X-AM data

The PROSPER attacks we collected and analyzed in the
previous sections has thus far been limited to real-time data
collected from the X social media platform over a 12-week
deployment period. While this analysis yielded actionable
insights for security, it is important to investigate how well
this data generalizes to different deployment periods as well
as other platforms. Although we acknowledge some limita-
tions in generalizability and discuss them further in § 7, in
this section, we attempt to address this issue more directly
through supplementary data analysis. To that end, we present
results from an additional experiment to analyze historical
PROSPER attacks on X as well as an ad hoc case study
focused on BlueSky, an emerging microblogging platform
similar to X.

5.1 Historical PROSPER attacks

The “Basic” tier of X API that we utilized for collecting real-
time data unfortunately does not allow us to collect historical
data as it limits data to only a 7-day historical period. Thus,
we attempted to devise an alternative cost-effective approach
to collect 12 months of historical PROSPER attack data im-
mediately preceding the 12-week period for the attack data
obtained by X-AM. For this, we simply leveraged dummy
X accounts and retrieved the content from the performed
searches via a browser extension. We utilized a “human-in-
the-loop” approach when developing the extension so as to
abide by X’s terms of service while still collecting the nar-
rowly focused PROSPER attack that we are interested in
collecting over a 12-month period.

For this, we converted the trigger tweet search query we
devised via the user study described earlier into a pattern
that complies with the search operators for X’s website. We
then manually searched for weekly intervals of historical data
and utilized the extension to store the collected data. We
performed these searches for the 12-month period from June
2023 to May 2024. The manual collection process took about
3 working days (about 24 hours) to complete.

In total, we collected a total of 2,466 tweets in this man-
ner. However, as might be expected, most of the replies to
these tweets did not feature any impersonation attacks due to
the fact that attackers tend to either actively delete the mes-
sages or the messages get reported and subsequently deleted.
Further, many attackers’ accounts also tend to get suspended
or deleted as seen earlier thus impeding collection of attack
tweets. Our approach to address this was to leverage potential
post-scam activity that we discussed previously in § 4, such
as tweets made by V-2 or V-B warning about the scam, or
those made by “Good Samaritans”, to help identify instances
of PROSPER attacks. Using this method, we were able to
identify 123 additional instances of PROSPER attacks tar-
geting impersonation of 123 V-A accounts over the 12-month



period. This finding, despite the non-real time nature of the
collected data, clearly demonstrates that PROSPER attackers
have been active for an extended period on X.

We then also subjected this data to qualitative analysis uti-
lizing the code book derived from the previous section (but
omitting the attack tweet-dependent parts as these were often
not present). Interestingly, our derived codebook was largely
applicable to this historical data as well indicating stability in
our findings from qualitative study. Specifically, in terms of
V-A categories, we were able to analyze the nature of posts
from 81 out of 123 targeted accounts while we missed oth-
ers due to reasons such as account deletion. Among these
81 accounts, the codes from our pre-existing codebook (as
enumerated in Appendix B), were applicable to 74 accounts
(91%) with the remaining 7 belonging to new themes such
as sports and climate activism that we have not seen in our
previous dataset. This dataset was dominated by artist ac-
counts who comprised 29 targets. Interestingly, in this dataset,
we noticed that in 46/123 cases, a good samaritan tried to
warn about the ongoing PROSPER attack even surpassing
the 41/123 cases where the impersonation targeti.e. V-A them-
selves tried to warn about the attack. This shows the pivotal
and active role that community members seem to be playing
in thwarting such public social engineering attacks further
motivating research on this topic in the future.

5.2 Case study: Bluesky

To inspect generalizability across platforms, we also per-
formed a small ad hoc experiment on Bluesky, an alternative
microblogging social media platform. Utilizing Bluesky’s
search API which allows historical searches, we first mea-
sured the number of Trigger Tweets across time using the
same query pattern as our earlier experiments. Our results
showed that there were 66 such posts in 2023 followed by
growing numbers of 307 and 507 posts in 2024 and 2025
respectively. The number of 507 trigger posts in 2025 is par-
ticularly notable given that our search was conducted in April
2025 (less than 4 months) indicating a growing attack surface
on Bluesky. This might be attributable to the recent surge in
growth of their userbase [16].

Following this, we also wanted to investigate if this growing
attack surface has begun to evoke the interest of PROSPER
attackers to target users on this platform. For this, we per-
formed a few ad hoc searches on Bluesky’s web user interface
to find examples of any prevalent attacks. Interestingly, we
came across more than 20 PROSPER attacks in our man-
ual searches few of which we share here as representative
examples [4-7, 10, 11]. We observed similar qualitative char-
acteristics of PROSPER attacks in these attacks. For example,
in this attack instance [7], the attacker uses a single letter edit
distance from V-A’s account handle and uses a typo-based
evasion (‘Paypl’) to convey their account handle. They also
encourage payment via the “Friends and family” option. In-

terestingly, most attacks we encountered involved active inter-
ventional participation of fourth-party onlookers as illustrated
in Fig. 13 in Appendix.

6 Recommendations

Mitigating PROSPER attacks requires a multi-stakeholder
approach. Below, we outline targeted recommendations for
social media platforms and payment platforms based on the
findings presented in this paper.

6.1 Social media platforms

Restrict account handle changes. As discussed in § 3.1,
attackers exploit the ability to rapidly modify account handles
to impersonate victims. We recommend that platforms like X
limit the frequency of handle changes or require verification
steps for such changes. This will significantly hinder attackers’
ability to repurpose accounts quickly for PROSPER attacks.

Integrated impersonation monitoring and detection sys-
tem. Social media platforms should implement a unified
system that combines API usage monitoring, real-time user
interaction analysis, and impersonation detection to mitigate
PROSPER attacks. This system would monitor API usage
patterns to identify anomalous trends indicative of automated
tools used for real-time trigger tweet searches (Sec § 2.2.2).
Concurrently, it should flag interactions involving accounts
with minimal lexical differences in handles, especially when
combined with identical profile names or pictures (§ 3.2). The
datasets we collect in this research would also be useful for
modeling purposes in such approaches. By correlating these
patterns with evidence such as rapid profile changes and im-
mediate responses to trigger tweets, the system can warn users
of potential impersonation attempts and proactively suspend
accounts exhibiting strong indicators of scamming behavior.
Leveraging machine learning, this comprehensive approach
ensures that suspicious users are flagged based on concrete
evidence, effectively disrupting attacker operations while min-
imizing false positives.

UI Enhancements for account handle display. As demon-
strated in § 3.2, attackers exploit the limited display space
on mobile devices to obscure critical differences between
legitimate and impersonating accounts. To address this, plat-
forms should prioritize two key improvements. First, account
handles should be fully displayed on mobile interfaces, en-
suring that no portion of this unique identifier is truncated,
even on smaller screens. Second, the account handle should
be visually distinguished by highlighting it prominently and
avoiding the current practice of graying it out. Since account
handles are unique identifiers, unlike profile names which can
be duplicated, emphasizing them can help users more reliably
differentiate between legitimate and impersonating accounts,
thereby reducing the success rate of impersonation attacks.



6.2 Payment platforms

Warnings for High-Risk Transactions. In § 4, we found
that attackers encourage victims to use PayPal’s “Friends and
Family” option to bypass buyer protection. Payment platforms
should introduce warnings for transactions using high-risk
options, especially when triggered by unusual patterns such
as payments to recently created accounts. Currently, PayPal
doesn’t provide any special warnings when using the “Friends
and Family” option to send or receive money [31].

Holistic multi-stakeholder collaboration for mitigation.
Effectively combating PROSPER attacks requires coordi-
nated efforts between payment platforms and social media
platforms. First, as highlighted in § 3.3, attackers often heavily
reuse payment account IDs making shared blocklists between
social media and payment platforms a critical tool for rapid
detection and mitigation. Collaborative data-sharing agree-
ments, with appropriate anonymization, can streamline this
process and foster innovative approaches to attack prevention.

Second, while user awareness campaigns have been a sta-
ple for many years, payment platforms should enhance their
strategies by incorporating real-time, context-aware alerts.
For instance, instead of generic educational content, platforms
can issue personalized warnings when users initiate high-risk
transactions, such as those involving flagged accounts or pay-
ment methods without buyer protection (§ 4). These dynamic
and situational alerts can better capture user attention and
provide actionable guidance, addressing specific risks associ-
ated with PROSPER attacks more effectively than traditional
awareness campaigns.

7 Limitations

Although our study of PROSPER attacks, a new API-based,
personal impersonation attack on social media yielded several
actionable security insights for both social media and pay-
ment platforms, it is important to acknowledge its potential
limitations, which we outline below.

Scale of the study and recall. Compared to other recent
social engineering attack measurement studies [2,35,45], our
study of PROSPER attacks is smaller in scale. Thus, it is
important to dicuss about potential generalizability of our
findings over time and other platforms. For this, we note that
our results—though based on a 12-week real-time deploy-
ment—qualitatively align with historical data collected over a
one-year period (§ 5.1) and extend to other platforms such as
Bluesky (§ 5.2), supporting the broader applicability of our
findings across various instances of PROSPER attacks.
Another limitation is our inability to generalize to all poten-
tial PROSPER attacks, thus precluding accurate estimation of
their global scale. This stems in part from our design choice to
use only English-language search queries from a pool (n=50)
of student participants. While user responses showed satura-

tion at 68%, this approach has limited demographic diversity
making the global representativeness of our attack measure-
ments less certain. Ideally, we would have followed strategies
like those used by Goga et al. [18], but were constrained
by recent API pricing changes [32,37]. Nevertheless, after
bootstrapping with targeted queries, our pipeline was able to
monitor all matching candidate trigger tweets globally over
the 12-week period.

Due to budgetary constraints, we conducted this monitor-
ing using X’s more economical “Basic API” plan, polling
conversations at S-minute intervals. As our results show a me-
dian attacker response time of approximately 4 minutes, and
considering the additional time needed for the victim V-B to
see and act on the message, we estimate that instances where
attackers could fully execute and delete their posts before
detection are negligible.

Finally, while our English-only query set excluded non-
English PROSPER attacks, our data expansion efforts using
search engines uncovered similar tactics in three non-English
languages (see § 3.3), suggesting that the strategies we iden-
tified are not language-dependent and generalize across lin-
guistic contexts.

Though financially small, the persistence of PROSPER
attacks across time shows how effective the issues we found in
the social media platforms are. Left unaddressed, they could
enable broader impersonation threats in future. As platforms
like X move toward native payment services, the risk grows,
making it crucial to patch such vulnerabilities early before
larger-scale abuse occurs.

Generalizability to other platforms. Our measurement
study was limited to a single, albeit widely popular, social
media platform with hundreds of millions of daily users: X.
While we have observed instances of PROSPER attacks on
Bluesky through ad hoc experiments (§ 5.2), this platform is
also highly similar to X. As such, it is to be noted that the
feasibility and effectiveness of PROSPER attacks on any
given social media platform will depend on a combination of
UI vulnerabilities and platform-specific features, which we
now discuss.

First, the core mechanism of PROSPER attacks involves
intercepting communication between two users to exploit
the exchange of payment account IDs. On X (and similar
platforms such as Bluesky), attackers can do this by quickly
locating such tweets (referred to as “Trigger Posts™) via their
APIs. It is important to note that these Trigger Posts are typ-
ically made by users (V-B) in response to an initial post by
the impersonation target (V-2), as discussed in § 2. While mi-
croblogging platforms like X and Bluesky treat posts as well
as their replies with equal visual and functional prominence,
other social media platforms such as Reddit or Facebook are
fundamentally different. For example, search APIs on these
platforms primarily return main posts but not replies or com-
ments, which is where the Trigger Posts appear, making it
significantly harder for attackers to locate the target conversa-



tions for executing PROSPER attacks.

Another critical factor is X’s unique handling of account
identity. Unlike other platforms that prominently display only
a single username, X showcases both a profile name and an
account handle, where profile names can be duplicated across
accounts, providing attackers with more opportunities to ex-
ploit visual similarities for impersonation. Moreover, Reddit
does not allow username changes once finalized [33], and
Facebook and Instagram enforce cooldown periods (e.g., 60
days) between username changes [17]. In contrast, X permits
users to change their account handles without restrictions [41],
making it easier for attackers to quickly adapt their imperson-
ation strategies.

Mobile UI Analysis Scope. Our analysis of mobile Ul issues
that enabled PROSPER attacks (§ 3.2) was conducted only on
two specific iPhone devices and therefore might not generalize
to all different types of mobile devices in usage. As device
form factors and layouts vary across different types of mobile
devices (e.g., phones and table devices) and operating systems
(e.g., 10S and Android), our findings might not apply exactly
to other cases. Yet, our results which were based on iPhone
devices with two different screen sizes (6.1 inch and 6.7 inch)
represent a wide range of iOS devices capturing more than
50% of market share in the USA [34]. Thus, our results need
to be considered as a significant illustrative example that
warrants further investigation by social media app developers
to mitigate issues.

Efficacy of Proposed Mitigations. While we offer concrete
recommendations for social media and payment platforms, we
did not experimentally validate the real-world effectiveness or
usability impact of these interventions. Future work should in-
volve controlled user studies and pilot deployments to assess
how these mitigations influence attacker behavior, false nega-
tive and positive rates, and user experience. By empirically
evaluating our proposals, stakeholders can fine-tune imple-
mentation parameters and balance security benefits against
potential disruption to legitimate users.

Finally, we state that while these limitations exist, they
do not detract from the significance of our findings and our
recommendations to mitigate these attacks as well as future
attacks that might exploit the same vulnerabilities that we
explored. Overall, our study provides actionable insights to
the security community by studying a niche, new type of
social engineering attack prevalent on social media networks.

8 Related Work

Impersonation attacks, particularly those targeting brands
and high-profile entities, have been extensively studied. This
section reviews prior research on brand and generic social
media impersonation, credential-based impersonation, and
user-focused defenses, highlighting their gaps in addressing
payment re-routing attacks such as PROSPER.

Brand impersonation attacks. Brand impersonation re-
mains a prominent phishing vector, with studies exploring
fake websites mimicking banks, e-commerce, and email ser-
vices [35,45] and social media scams that pose as legitimate
brands for cryptocurrency support [3], profile squatting [2],
or celebrity fraud [23,43]. These studies demonstrate the di-
versity of brand-focused impersonation tactics but primarily
center on scams targeting large, recognizable entities.

Generic social media impersonation. While brand imper-
sonation is well-documented, personal and generic social me-
dia impersonation has received very little attention which has
been the subject of our study. In this direction, Goga et al. [18]
and follow-on work [20,21] show that many impersonating
accounts merely inflate followers without direct monetization.

Efforts to detect generic impersonating accounts have pro-
posed methods that rely on pairwise comparisons between pro-
files, such as analyzing similarities in usernames, profile pic-
tures, and account details [22,44]. However, these approaches
face significant scalability challenges, as they require exhaus-
tive comparisons across large datasets. Additionally, such
methods are prone to false positives, which limit their practi-
cality in real-time settings.

Impersonation via stolen data. Beyond social media, at-
tacks involving the theft and resale of user credentials and
cookies have been documented [12, 13]. These attacks often
involve user impersonation by purchasing stolen user profiles
from cybercrime markets, enabling impersonation at scale.

User perceptions and platform defenses. User studies re-
veal that authenticity indicators like X’s “blue checkmark” are
often misunderstood. For example, 80% of participants mis-
judge verification criteria [42] undermining their protective
value. While features like verification badges aim to enhance
trust, their utility in mitigating impersonation remains an area
for further exploration.

9 Conclusion

Personal impersonation attacks on social media exploit trust
and real-time public interactions to redirect digital payments,
posing a growing threat to everyday users. This paper pre-
sented the first in-depth study of PROSPER attacks, tracking
181 cases over 3 months and uncovering 70 distinct payment
accounts and evidence of attacker persistence through account
reuse. By combining quantitative and qualitative analyses, we
revealed the scale, adaptability, and nuanced tactics of attack-
ers, including evasion strategies and real-time victim targeting.
These insights informed actionable recommendations, such
as Ul enhancements, stricter account management, shared
blacklists, and anomaly-based detection systems, to mitigate
these attacks. Our findings provide a foundation for address-
ing personal impersonation scams, offering practical guidance
for social media platforms and payment providers to enhance
user protection and reduce financial exploitation.



Acknowledgments

We sincerely thank the anonymous shepherd and reviewers
for their feedback that helped improve our paper. We acknowl-
edge the support of Ali Ghosn who helped us setup the in-
frastructure required for conducting the experiments. We also
thank all our user survey participants that helped us boot-
strap our data collection process. This work was supported
by the National Science Foundation (NSF) under grant CNS-
2422035.

Ethics considerations

Our research was conducted with strict adherence to ethical
guidelines, ensuring that our methodology upheld principles
of respect, privacy, and responsible research practices. Below,
we outline the key ethical aspects of our study:

Methodology and data handling. We carefully designed our
research to ensure that no private or sensitive information was
collected at any stage. All data used in this study was sourced
from publicly available information on X, focusing solely
on observable interactions related to PROSPER attacks. We
fully complied with X’s terms of service and API usage poli-
cies, ensuring that our experiments imposed minimal load on
the platform’s infrastructure. Furthermore, we strictly avoided
any form of interaction with live user accounts, preserving
the integrity and privacy of all platform users.

Purpose and impact of research. Our primary goal is not to
amplify or propagate PROSPER attacks but to shed light on
this ongoing and long-standing issue. By analyzing attacker
behaviors and identifying weaknesses in existing systems,
we aim to raise awareness among social media platforms,
payment providers, and benign users. The insights presented
in this study are intended to inform and motivate stakeholders
to take actionable steps to prevent such attacks, ultimately
protecting users from financial exploitation.

Disclosure. As part of our commitment to responsible re-
search and ethical practice, we have shared our findings on
PROSPER attacks with X and PayPal—providing X with col-
lected data and analysis to inform mitigation of on-platform
impersonation, and supplying PayPal with identified attacker
payment account IDs to support investigation and potential
account action. We will also privately notify the victims iden-
tified in this study via X’s APIs to alert them that they were
targeted by a social engineering attack and help them take
preventative measures against future exploitation.

Balancing risks and benefits. This research inherently in-
volves analyzing malicious behaviors; however, we took sig-
nificant precautions to ensure that our work does not inad-
vertently aid attackers. While our paper provides detailed
descriptions of query searches and system mechanisms, these
are intended to benefit social media platforms by offering
actionable insights for monitoring and detecting PROSPER

attacks. By making these details available, we aim to empower
platforms to proactively identify and mitigate malicious activ-
ities rather than introduce novel techniques for exploitation.
The potential benefits of this study such as reducing finan-
cial harm, improving platform security measures, and protect-
ing users, significantly outweigh any minimal risks associated
with analyzing and sharing publicly available data. Our ap-
proach prioritizes transparency and collaboration to drive
meaningful advancements in addressing PROSPER attacks.

Commitment to responsible research. Throughout this
study, we prioritized transparency, accountability, and adher-
ence to ethical principles. By focusing on actionable recom-
mendations and responsibly reporting our findings, we aim to
contribute positively to the broader understanding and preven-
tion of social engineering attacks on social media platforms.

Open science

To promote transparency and facilitate future research, we
release the following artifacts:

1. X-AM code, browser extension code, quantitative analy-
sis code, and the complete codebook from the qualitative
analysis.

2. Processed, anonymized datasets containing non-
personally identifiable information derived from
publicly available information on X.

3. A detailed guide for replicating our experimental setup,
including API configurations and query parameters.

Due to privacy and ethical concerns, we do not share raw
data containing user-generated content publicly. Releasing
raw conversational data, such as tweets, poses a significant
risk of indirectly or directly identifying victims. For instance,
even if we were to release only the text of tweets, an ad-
versary could use the content to locate the original posts by
performing a simple search on the platform, potentially ex-
posing the victims’ profiles and interactions. This could lead
to unintended consequences, such as further harassment or
exploitation of the individuals involved.

To balance the need for transparency with the obligation
to protect user privacy, we will processed and anonymized
datasets. These will include aggregate statistics and gener-
alized patterns derived from the raw data, ensuring that our
findings remain verifiable while eliminating any possibility of
tracing back to specific users. This approach aligns with our
commitment to ethical research and protects the rights and
privacy of all individuals impacted by the study. This data is
available here: 10.5281/zenodo.15611471

Yet, in order to effectuate the benefits afforded by our
research, such as modeling attacker behavior, we addition-
ally share all raw data collected in our study, including
unanonymized victim and attacker account IDs, with vetted


https://doi.org/10.5281/zenodo.15611471

security researchers and industry practitioners. To facilitate

this,

we host our data on Zenodo, using their “Restricted

Access” feature. A link to this repository is available here:
10.5281/zenodo.15611502.
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X-AM user survey

Below is the tailored search query that we derived and used
verbatim.

("do you have" OR "can you accept") OR

("can I send you" OR "do you take") OR

("do you use" OR "is it possible to pay with")

OR ("do you accept" OR "can you provide") OR
"can I donate via" OR "can I pay via") OR
"can I send money via" OR "you got a") OR

n

send me your" OR "share your") AND

"zelle" OR "cash app") OR
"apple pay" OR "google pay")

(
(
(
("paypal" OR "venmo") OR
(
(

1. Imagine that you are on a social media platform such as Twitter/X. You come across a tweet
asking for a charitable donation. You become very interested in making this donation. However,
the poster is asking you to pay via a payment platform that you do not have an account on. For
example, consider this tweet:

"I urgently need donations to help my mother who has some serious medical issues. Please
consider donating to @joey._marshall on Venmo"

Now, imagine that the only payment platform on which you have an account is "Paypal" which
you want to utilize for the purposes of making this donation. What would be the next tweet that
you send to this poster for this purpose?

Notes:

1. Please keep the tweet text short and try to replicate what you would do in real life.

2. Please use similar language as you would in real life when responding to such a tweet. So if
you tend to use "casual language" for your social media posts, you can use the same here.

3. Your response should include the word "Paypal”.

Figure 10: The survey prompt for collecting tailored search
queries from social media users (n=50).

B

Code book for Qualitative Analysis

. Victim-A categories. lifestyle (30), sexual (28), art-

music (14), spiritual (5),video-gaming (4), fan-account
(8), politics (11), pet-account (2), donation (45), service
(33)

Money reasons. va-seek-donation (51), va-offer-service
(24), vb-offer-donation (26)

Attacker impersonation tactics. attacker-reply-before-
va (118), attacker-reply-after-val-negative (2), attacker-
reply-after-val-positive (8)

Other impersonation. f-f-option (89), scammer-seek-
confirmation (20), evasion-typo (5), emotional-coercion

(10)

Post attack events. good-samaritan (12), vb-realization
(4), va-warning (11), vb-warning (4)

Additional Figures
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Figure 11: An example that shows how user handles are not
fully rendered on mobile devices in X, thus making PROS-
PER attacks virtually imperceptible. Both messages here are
from V-2 and there is not attack here. However, it illustrates
how an attacker can insert themselves into the conversation
using an account that only needs to have “na” as the prefix in
its handle, along with matching display name and picture.
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Figure 12: A screenshot of an example post on Threads, a mi-
croblogging platform where only the unique “account handle”
is being displayed in the feed. Such a design would mitigate
the mobile-based UI security issues we highlighted in the

paper.
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Figure 13: A screenshot of a PROSPER attack example on
Bluesky. Although the attack post itself has been deleted
(presumably, upon reporting), we can see the actions of the
“Good Samaritan” who captured the attack and described the
lexical differences in account handles of V-2 and attacker in
their follow-up message to V-B
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